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In [8], a deep and elegant analysis shows that double hashing is asymptotically equivalent
to the ideal uniform hashing up to a load factor of about 0.319. In this paper we show how a
randomization technique can be used to develop a surprisingly simple proof of the result that this
equivalence holds for load factors arbitrarily close to 1.

1. Introduction

In [8], a deep and elegant analysis shows that double hashing is equivalent to
the ideal uniform hashing up to a load factor of about 0.319. In this paper we give
an analysis which extends this to load factors arbitrarily close to 1. We understand
from [6, 7] that Ajtai, Guibas, Komlds, and Szemerédi obtained this result in the
first part of 1986; the analysis in this paper is of interest nonetheless because we
demonstrate how a randomization technque can be used to obtain a remarkably
simple proof.

A hash table will consist of an array of m slots, indexed from 0 to m—1, each
of which can contain a key. In a scheme called open addressing, a function called
a hash function can be applied to a key to yield a permutation of the slot indices
[0...m—1], called the probe sequence. To insert a key K, we place K into the first
empty table slot in its probe sequence. To search for a key K, we look in slots
indexed by successive elements of the probe sequence for K until we find it or find
an empty slot; in the latter case we know that K must not be in the table. If we
have inserted n keys into the table, we say it is filled to a load factor of n/m.

t An earlier version of the paper was presented at the 20th Annual ACM Symposium on
Theory of Computing, Chicago, IL, May 1988.
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Various methods can be used to determine the probe sequence for a key K.
In a theoretical ideal called uniform hashing, we assume that the hash function
and distribution of keys are such that all permutations of the slots are equally
likely probe sequences. Let C/ (m) be the average number of probes during an
unsuccessful search of a table of size m with load factor a. As in (8], this will
include the probe that found an empty table slot. (Note that this is the same
as the average number of probes required to insert a key into a table with this
load factor.) It has long been known that for uniform hashing the average probe
length is (m+1)/(m—am+1)=(1-a)"1+0(m™!); see [10] for more information
and a history of research on this problem. A number of papers [14, 1, 15] have
shown that uniform hashing is optimal among open addressing schemes in certain
senses. Ullman [14] showed that no hash function could consistently outperform
uniform hashing for average insertion cost. Ajtai, Komlés and Szemerédi [1] showed
that a class of functions called single-hashing functions, in which a probe sequence
is determined by its first element, could not asymptotically outperform uniform
hashing for retrieval costs. Yao [15] generalized the proof of [1] to all open adressing
hashing algorithms, but left open the question of lower bounds for insertion costs.
(Note however that hashing algorithms which lie outside the class described above
can give improved performance. In particular, by appropriately moving old keys
when inserting a new one, substantial improvements are possible. For a survey of
such methods see [3, Sections 3.3.7 and 3.3.8].)

Despite the good behavior of uniform hashing, it is desirable to find hash
functions which are easier to compute. In a technique called double hashing,
the probe sequence is determined by two integer-valued hash functions, namely,
the primary hash function h1(K) and the secondary hash function ho(K), which
determine the probe sequence

hi(K) - iho(K) mod m, for ¢=0,1,...,m—- 1L

We will let the term hash pair refer to the pair (h1(K),ha(K)). Asin [8], we assume
that these hash functions and the distribution of keys are such that

1
P K K)=(0j)}=———
(b (K), oK) = (0, )} = s
for all (i,j) with 0<i<m—1and 1<j<m—1. Let P{_ (k) be the probability,
when using algorithm A, that the probe length during an unsuccessful search of
a table, which has been filled to a load factor ¢, is at least k. UH will stand for
uniform hashing and DH for double hashing. So that P&A,m(k) is defined when am

is not an integer, extend it by Pém(k)zpﬁmj m m (k). Note that

m

(1.1) Ch(m) =" P2 (k).

k=1

To minimize the amount of notation in the paper, we will adopt the following
convention (though we will avoid the use of this terminology in the statement of
theorems). The constant ¢ will refer to a constant whose value will be left free. We
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will say that a quantity is c-polysmall if for all positive p, for large enough ¢ the
quantity is O(m~P). Note that the sum of polynomially many quantities which are
c-polysmall is again c-polysmall; if we can assert that f(m,c) is c-polysmall except
for small m, the phrase “except for small m” may be dropped; and if f(m,2¢) is
c-polysmall, then so is f(m,c).

Also, throughout the paper we will let & be some arbitrary but fixed constant
in the range 0 < a < 1, and let m range only over prime values; hidden constants
may depend on the choice of a.

Our goal is to prove that double hashing is asymptotically equivalent to uniform
hashing for load factors arbitrarily close to 1. In fact, we can show that the
distribution of the number of probes in an unsuccessful search is close to that
obtained with uniform hashing.

Theorem 1. For each fixed a€(0,1) and each p>1, we can choose a constant c so
that if §=cm~1/210g5%/2m, then

Pam(k) < Pl gy m(k) +O(m™P)

and

Pom(k) 2 P2 (k) = O(m7P),

a,m
where the hidden constants in the O-notation are independent of k and m, and m
is restricted to assume only prime values.

In view of (1.1) this immediately yields

Corollary 1. For double hashing, for each fixed o with 0 <a <1,

Cl(m)= I_ll_a +0(m Y%10g%% m).

The implied lower bound of this corollary is of course not very surprising,
especially in view of [14, 1, 15].

By a hash table configuration we mean the set of indices of the filled slots. A key
technique in our paper is the modification of the distribution of table configurations
in a way which a) dominates the distribution that would be obtained by the original
algorithm, except with very small probability {in a sense made more precise later),
b) forces the table to be equivalent to one obtained by uniform hashing, and c)
causes only a very small change in table performance. The technique is similar
in principle to a resampling technique used in [9]. There a distribution which
was nearly uniform was converted into a truly uniform distribution by a sampling
procedure which rejected a few points. In our case, we will produce a table
equivalent to uniform hashing by carefully adding a few extra items to the hash
table. These extra points will be colored red, while the original items will be colored
green. Our addition of red points is in some ways similar to the randomization proof
strategy used in {1, 15].

The following special case of the Hoeffding bound will be useful.
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Lemma 1 [4]. Let X be the binomially distributed random variable giving the
number of successes in n Bernoulli trials each having success probability pg. Then
for 3 >0,

Pr{X > (po + B)n} < exp(—2n3?),
and
Pr{X < (po — B)n} < exp(—2nf3?).

In section 2 we observe that if a table is partially filled according to uniform
hashing, but then we insert one more key according to double hashing, the distri-
bution of the location into which the key will be inserted is, with high probability,
nearly uniform. In section 3 we show how to use randomization to obtain a remark-
ably simple proof of Theorem 1.

2. The distribution of £( z) in the uniform case

In this section we note that if we have a table which has been partially filled by
uniform hashing, placing the next point by double hashing is very nearly the same
as placing it by uniform hashing, except with small probability. This sort of result
is implicit in (8], and we make considerable use in this section of the insights and
machinery of that paper. Using an elegant approach suggested to us by Pippenger
[12], we give a rather simple proof of the precise form (Lemma 3) we will want.

For any table configuration, for every empty slot z, let é (z) be the number of
hash pairs which would cause = to be the next slot filled. As in [8], we can readily
use this to express the probability £(z) that z is the next position filled using double
hashing:

21 £l0) =

m-—1)

For convenience, we extend the domain of é (z) to include the full slots by defining
it to be the number of hash pairs which would cause = to be filled had it been

empty. Equivalently, for any z, é (z) is the number of hash pairs which would cause
z to be probed. Note that if we have a table filled by uniform hashing, then by

symmetry the distribution of ¢ () does not depend on z. Thus in the following we
refer to £(z) without specifying z.

Lemma 2. Let 0<p<(24a)/3. Suppose that in a hash table of size m, we construct
a table configuration by letting each slot, independently, be filled with probability

p. Then
. m (clog m)®/?
§(@) < 7— — (1 i

except with probability which is c-polysmall.

Proof. We will use the notion of progressions like those used in [8]. Call the set
{z+ld,z+(l-1)d,z+(I-2)d,...,z+d (mod m)} of slots the potential progression of
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length | generated by stride d coming to x. If all slots in this potential progression
are filled, we can omit the word potential and say it is a progression of length |
actually generated by stride d coming to x. Thus for fixed [ and z, each stride
generates just one potential progression, and actually generates a progression with
probability p* under the probability distribution of this lemma. If we adopt the
convenient fiction that the m—1 progressions of length 0 coming to x generated by
the strides {1,2,...,m — 1} are distinct, we can set up a correspondence between
progressions of length [ >0 generated by strides d and hash pairs (z +1d,d) which
would cause z to be probed. Thus é (z) equals the total number of progressions
coming to z. For 0<!<m—1 let M; be the number of actual progressions of length
[ coming to z; note that by our above convention Mp=m—1. Then

m—1
(2.2) )= Y M.
=0

We now fix [ and z and seek to estimate M;, which is the number of strides d
which actually generate a progression of length [ coming to z. Let

(2.3) k = clogm.
We first bound M) in the case where | <k. For the present assume that
(2.4) [>2

Note that there are m — 1 possible strides, and that by the probability distribution
in this lemma it is clear that each gives a progression of length ! coming to z with
probability pl. Thus we might hope to use Lemma 1 to control the value of M,
but there is of course a problem: while each slot is filled independently, the sets
of slots used by various strides are not necessarily disjoint. An elegant solution to
this problem, from [12], partitions the strides into subsets in which the strides do
not use common slots.

First let us say that two strides d and d’ interact if the two potential progres-
sions of length [ which they generate intersect, i.e., if

{x+ld,z+(-Dd,z+(-2)d,...,z+d}
(2.5) N{z+id,c+(~-Dd,c+(1-2)d,....z+d} #0.

If they do not interact we will say they are independent. Note that the events
specifying the presence of these two progressions are independent in the probabilistic
sense if and ouly if the strides are independent in the sense just defined. One readily
establishes that for any d,

(2.6) [{d' : d and d' interact}| < I2.

To see this, note that if one fixes d, chooses one element from each of the two sets
in (2.5), and equates these elements, then there is a unique solution for ' — but
there are exactly [2 ways to choose one element from each set.

Thus if we form a graph in which vertices correspond to strides and strides
which interact are adjacent, then no vertex has degree exceeding {2 —1. (Recall
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that d itself is included in the bound of (2.6).) Clearly such a graph is I2-colorable,
so we can partition its vertices into I2 independent sets Dy, Ds, ..., Dp2.

Let 51, 82, ..., 8;z be the number of strides in D1, Do, ..., Dp2 (respectively)
which actually generate progressions, so that

12
(2.7) Ml = ZS.,;.
=1

Now we know that each of the s; is binomially distributed, and we can use Lemma,
1 to assert that for each i, if we choose

Bi =V CIOgm/V |D’L 3

Pr {3i > (o' + ,Bi)lDil}

then

is c-polysmall. Hence by (2.7) we can assert that except with ¢-polysmall probability

l2
M; = Zsi
i=1
2 2
<> Dil+)_ BilDi|
i=1 =1

12 12
<p' Y IDi + Y V(clogm) Dy
i=1 i=1
12
<pm+ \/clogmz vV |Dil
=1

12
(2.8) < p'm + v/clogmi?, |12 Z |D;| < p'm+ I/ emlogm,

=1

where we have used the concavity of the square root function to obtain the last
line. We can now drop the assumption (2.4) since if /=0 then M;=m —1 so (2.8)
is trivial, and if I =1 then M is just the number of filled slots (other than x) so
(2.8) holds except with c-polysmall probability from Lemma 1.

For I >k, a stronger bound on M; is readily obtained. For such [ the probability

that any given stride actually generates a progression of length ! is bounded by ok,
which is c-polysmall since p < (24+@)/3 <1 and k =clogm. Hence, for | > k the
probability that M; exceeds 0 is c-polysmall.
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Thus by (2.2) we can now conclude that, except with c-polysmall probability,

M,

M=

£(z) <

N
1l
S

< (plm + Il(cmlog m)1/2)

k(k+1)
+
D 2
+ (clog 171)5/21711/2

1/2

IA

s 7|5 I~

(emlogm)

S1,

where we have used (2.3) in the last step. ]

In the following and in the next section, the idea of dominating configurations
is crucial. We say a configuration Cy dominates configuration Cy if C1 D Ca. Note
that £ is monotonic in the configuration, in the sense that adding elements to the
configuration can not decrease &(z).

Lemma 3. Let 0<v<(14+a)/2. Suppose we construct a hash table configuration by
starting with an empty table of size m and adding vm points according to uniform

hashing. Then
. m (clogm)5/2
< = 2

except with probability which is ¢-polysmall.

Proof. If we pick p=r(1 +cm™1/2]ogm), then the distribution of Lemma 2 will
include at least vm points except with probability which is c-polysmall. The lemma

then follows from the fact é is monotonic. [ |

An elegant alternative proof of Lemma 3 was suggested to us by the referee.
We begin with the following lemma.

Lemma 4. Let X be a random variable having a binomial distribution with mean
u. Let v be a monotone nondecreasing function defined on the range of X. Then

v(lu)) < 2E( (X))
Proof. Using the fact that v is a monotone nondecreasing function, we write

Y(lp]) = Ep(X)1X = [u)] < E[y(X)IX 2 [u]].

Pr{AH} _ Pr{4}
Pr{H} ~ Pr{H}’

Now since

Pr{A|H} =
we can show that

Elv(X)IX > [u)] < W{%%
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From [5, equation (1.4)] we conclude that Pr{X >|p|}> %, so y(Lu]) <2E[y(X)] 18

We can now give the following alternate proof of Lemma 3.
Proof. (Sketch.) Let p=v and define h(C) by

h(C)z{1 ifé(w)>%(1+%ngf)

0 otherwise,

so that if we let the distribution of configurations C' be as in Lemma 2, then
the excluded probability in Lemma 2 is E[A(C)] and the excluded probability in

Lemma 3 is E[h(C’)‘ |C| = vm]. Now apply Lemma 4 with X = |C|, u = vm,

and (i) = E[h(C)‘ |C| = i]; note that ~ is a nondecreasing function because £ is
monotonic in the configuration. ]

3. Proof of the Theorem

We now show how Lemma 3 of the previous section combined with a random-
ization technique can be used to give a simple proof of Theorem 1.

The following observation will be crucial. As observed in (8, p. 255], double
hashing preserves the dominance relationship of configurations: If C; dominates
Ca, and we insert a key K into Cp (respectively C3) to obtain Cf (respectively
C3), then C| dominates Cj. In particular, this means that if we occasionally add
a fictitious extra point to the table, we will never cause some slot to remain empty
that would otherwise have been filled.

Proof of Theorem 1. Let

(clogm)5/2

(3.1) 6=

To obtain the first inequality in the theorem, we will show that
(3.2) Pg,}}l(k) < P([{il%)a‘m(k) + (terms which are c-polysmall).

{By the properties of the c-polysmall notation noted in Section 1, the factor of 2 on
6 in (3.2), and the movement of ¢ inside the parenthesis in (3.1), are unimportant.)

Consider the algorithm UsuallyDoubleHash given below, for inserting points
into the table. Let Ki, Ko, ..., K,, where n=|am|, be the keys to be inserted;
we will call these the original keys to avoid possible confusion with extra points
to be added. Usually an inserted point will be one of the original keys (which
will be colored green), but with small probability it will be an extra point (colored
red) which we add to facilitate the analysis. We henceforth let UDH stand for
UsuallyDouble Hash.

In order to make the structure of the randomization argument clear, we now
describe the probability spaces which will be used. Fix n and m. The sequence
of original keys defines a sequence of hash pairs ((21,41), (¢2,72),---,(in,Jn)) with
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procedure UsuallyDouble Hash{n)
begin
k:=0; /* Number of original keys inserted do far x/
f:=0; /* Number of table positions filled so far */
while k<n and f<|(1+26)n] do
begin

if there exists an empty slot x for which £(X) > %‘t—‘;

then VeryUnlikely: exit this while-loop
else UsualCase: if flip(1/(1+6))
then begin
k:=k+1;
/* Note that the probability that slot z is filled by the statement
below is £(z) */
insert K into the table according to double hashing, and color
it green;
end
else begin

choose an empty table location z to be filled according to the
probability distribution

o) =57 (215 - @),
and color it red;
end;
f=f+1
end; /* of while-loop */
while f < [(1+26)n] do
insert an extra red point into the table according to uniform hashing;
end; / of procedure */

Fig. 1. Procedure UsuallyDoubleHash

4y =h1(K;) and j; = ho(K;). Let # denote the set of all possible such sequences,
of length n, of hash pairs. Once we have placed the n keys, we wish to determine
the expected probe length for an unsuccessful search; let U be the set of m(m—1)
possible hash pairs for this new key. We have |# x U|=(m(m—1))"*1, and each of
these elements is equally likely. On the probability space #xU we define the random
variable Y,B,},{; for (h,u)edH x U, Yal?,l;ll(h,u) is the integer computed as follows: fill
a table according to double hashing using the hash pairs specified by h, and then
return the number of probes double hashing would use to search unsuccessfully for

a key with hash pair u in the resulting configuration. Then the quantity PE,},{l(k)
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appearing in the Theorem is simply
PR (k) = Pr {YDB > k}.

Let J be a probability space used to determine the values returned by flip,
and the choices of locations for red points, in UDH. (The symbol 7 is intended as
a mnemonic for the tossing of coins.) The probability space used in the analysis
will be the product space ¥ =¥ x U x 7. The random variable YPH can easily be
extended to be defined on this space by simply ignoring the component from 9.
The variable YaU,%H maps an element (h,u,t)eS=H xUxT to a value computed
in the following way: fill a table according to h and t by the algorithm UDH, and
then return the number of probes that double hashing would use to search for a
key with hash pair u in the resulting configuration. We define

PERH (k) = Pr {YAPH > k).
143
m=f

1
m—f

00 m—f

Fig. 2. A plot of £(z), for the m — f empty table positions

Figure 2 depicts a simplified possible plot of {(z) when for all empty slots z,
£(z)<(1+8)/(m— f) (the “UsualCase” in the algorithm). The scales on the axes
in that figure are not egual: For convenience we have scaled the horizontal axis so
that each of the vertical bars has width 1. Note that the shaded region in that
figure has area 1, and the white region (between £(x) and (1+6)/(m— f)) has area
6. The probability distribution g(z) used in the algorithm is just the white region,
normalized to have area 1.

Note that the block labelled “UsualCase:.” can be viewed as drawing a point
uniformly from the rectangle shown in Figure 2, coloring it green if it is drawn from
the shaded portion of that rectangle and red otherwise. (The procedure Hip decides
first which color to use, and then £ is used to select a slot for a green point, or g is
used to select a slot for a red point.) It is not difficult to see that the distribution
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of table configurations {and slot colors) is unaffected if we replace the block with
the following:
UsualCaseVariant: Choose the next table location z to be filled according to
uniform hashing. Choose whether z is filled with a red point or a green point
by letting
£(z)
(1+6)/(m - f)
We can now begin to make comparisons between the distributions of the number of

probes for UsuallyDoubleHash (UDH), double hashing (DH), and uniform hashing
(UH).

Pr{z is green} =

Lemma 5. If am is an integer, we have

PUDH(}C) (1+26)a m(k)

Proof. By the UsusalCaseVariant described above, if we ignore the colors of inserted
points, UDH is simply performing uniform hashing, and inserts precisely | (1+28)n|
points. (Note that regardless of why we exit the first while-loop, the second loop
pads the table to contain | (1+26)n| points.) Thus the length of a probe sequence for
a new hash pair chosen independently is just the same as that for uniform hashing
in a table filled to this load factor. [ ]

In order to complete the proof we compare the distributions of the number of
probes for DH and UDH. Usually we have YDH <YOEJ,I,)1H, though this can fail if we
did not insert all n of the original keys. Let Efall be this event, i.e., that k#n at
the end of UDH.

Lemma 6. If we¥ — Eyy;, then YOE,},IL(w) SYOH,]?LH(w).

Proof. If all n keys were placed by UDH, then DH and UDH insert the same keys
(with the same hash sequences), except that UDH occasionally adds an extra point.
Then by the monotonicity of double hashing, the configuration produced by UDH
dominates that which would have been produced by DH. |

Fortunately, event Eg,;; is quite unlikely.
Lemma 7. Pr{E;} is c-polysmall.

Proof. First consider the case that the exit statement labelled “VeryUnlikely:” was
executed. By Lemma 3, (2.1), and (3.1), for each insertion the probability that the
next point will be placed by the block labelled “VeryUnlikely:” is c-polysmall. Since
the number of insertions is O(m), the probability that this block is ever executed
is c-polysmall.

Next, suppose that failure occurs but VeryUnlikely is never executed. Then it
must be that there were (14 26)n calls to flip but fewer than n true’s among the
results. Hence we can bound the probability of this case by the probability that
there are fewer than n successes in (1+268)n Bernoulli trials with success probability
1/(1+6). By Lemma 1 and (3.1) this is c-polysmall in n, and hence also in m, for
any fixed 0<a<1. [ ]
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Proof of Theorem 1, concluded. Combining Lemmas 5, 6, and 7, we immediately
obtain the upper bound given in (3.2).

We now give a brief sketch of the proof of the lower bound for P(B,Ifl(k) A

lower bound on £(z) analogous to the upper bound of Lemma 3 can be obtained
by similar methods. We then use the procedure UsuallyDoubleHash’ shown below.
This procedure does not insert additional points, but rather makes the distribution
probability for filled slots uniform by occasionally rejecting a point; this is quite
similar to the sort of resampling used in another context in {9]. The result is a
table with configurations which are distributed as if filled by uniform hashing and
which are dominated by those that would have been obtained if we had used double
hashing; moreover, they are very likely to contain at least (1—38)n points. We omit
the details. |

procedure UsuallyDoubleHash (n)
begin
k:=0; /* Number of original keys processed so far x/
f:=0; /x Number of table positions filled so far */
while k<n do
begin
if there exists an empty slot = for which [(m— f)é(z)—1|>§6
then VeryUnlikely: report failure and return
else UsualCase:
begin
for each empty slot r do
Reject Probability(x):=1— 1711;_‘3;-/5(35),
insert K}, into the table according to double hashing, and let x denote
the slot which is filled;
if flip( Reject Probability(x))
then make slot 2 empty again (discarding key Kj)
else f:=f+1;
ki=k+1,;
end /* of UsualCase %/
end /x of while-loop %/
end; /* of procedure */

Fig. 3. Procedure UsuallyDoubleHash’
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4. Conclusions and Related Work

In [2] the probability distribution of the insertion costs for a type of hashing
algorithm known as random probing with k-ary clustering is analyzed. In this type
of hashing algorithm, we assume that the key distributions and hash functions
are such that the first k positions in the probe sequences for successive keys are
independent. The remaining positions in probe sequences are a function of the first
k: this function is chosen randomly but fixed at the beginning of the run of the
algorithm. For k =1, [2] give the closed form of the generating function for the
asymptotic probability distribution, and for k£ > 2, they show that the probability
distributions are asymptotically identical to that of uniform hashing, enabling them
to conclude that all moments are asymptotically equal to those of uniform hashing.

The results discussed here were originally presented [11], where we only pre-
sented bounds on the expectation of Y‘B?I;I“ rather than on its distribution. In

Theorem 1 we now give bounds on the distribution of Yf},{z, as [2] did for algo-
rithms with k-ary clustering. In particular, in view of the bound in Theorem 1, we
have the following, which answers a question mentioned in [2]. (Let Y(fm be the
random variable which specifies the probe length, when using algorithm A, during
an unsuccessful search of a table which has been filled to a load factor «.)

Corollary 2. For any fixed a and q >0, we have (as m—>oc over the primes)
e (V2] ~ € [ IHye]. '

There are several ways in which these results might be strengthened. One of
the most interesting, recently addressed in [13], is the question of how one might
analyze open addressing schemes if we weaken the assumption that all of the keys to
be inserted are independently distributed. For example, by using universal hashing
schemes, one might be able to eliminate any assumptions about the distribution of
keys and still enforce the condition that any set of logn hash pairs are independent.
This complicates the problem considerably, but [13] were able to obtain results
under such assumptions. They also strengthened the bound of Theorem 1.
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